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Purpose: To initiate an IPSec tunnel from the NSE to allow secure management 
from the NOC.   

Step 1 Define the end point of the tunnel. 

 

Peer IP Address  This is the IP address of the end point of the tunnel 

 

Peer Authentication Method Select which method you will be using 

When using X.509 Certificates, they must first be t
 ransferred to the /flash/ipseccrt/ directory on the NSE. 

 

IKE Channel Security Parameters  Sets the security parameters that have to match on the  
                                                        PEER-setup for the tunnel to be created. 
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To define the remote network at the end point 

 

Tunnel Peer IP from the drop down select the Peer IP from the step above 

 

Traffic selectors 

Protocol  defines which protocol is defined in this policy 

Remote End 

Remote IP/Subnet defines the network on the other side of the end point 

Subnet Mask  what is the mask for the remote network 

Remote UDP/TCP  defines if the policy allows only 1 port through the tunnel, or all 
ports.  

 

Security Parameters defines what to do with the packets for the tunnel 
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