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Purpose: To Enable failover to Internal Web Server Authentication if Portal Page/External 
Web Server is not accessible. 
 
How to configure failover if the Portal Page is not reachable. 
 
1. Under Configuration->AAA, enable AAA Services and Enable failover to Internal 
Web Server Authentication. 
 

 
 
2. Under Configuration->AAA, enable Internal Web Server, configure the portal server to 
point to the server of your choice, enable Usernames and New Subscribers as it displayed 
in the example below. 
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3. To check the status of the Portal Page, from the web interface of the NSE, go to  
    Network Info/Login Page Failover. 
 
 

 
 
If the Portal page http://www.MyExternalServer.com is not accessible you will see the 
following: 
  

 
 
4. User experience  
 
Subscribers are being redirected to http://www.MyExternalServer.com 
 
If the Portal Page is unreachable all subscribers would be redirected to the internal login 
screen of the NSE and be able to login using the AAA methods enabled. 
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How to configure failover if the External Web Server is not accessible. 
 
1. Under Configuration->AAA, enable AAA Services and Enable failover to Internal   
Web Server Authentication. 
 

 
 
2. Under Configuration->AAA, enable External Web server, configure the IP address and 
the EWS URL.  
 

 
Note: Secret key is not required unless configured on the EWS 
 
 
3. Under Configuration->AAA, enable and configure the portal server to point to the 
server of your choice, enable Usernames and New Subscribers as it displayed in the 
example below 

 
 



 

How To Enable failover to Internal Web Server Authentication vx5  4 

 
 
3. To check the status of the EWS and the Portal Page, from the web interface of the 
NSE, go to Network Info/Login Page Failover. 
 

 
 
If the External Web server http://www.MyExternalServer.com is not accessible then you 
will see the following: 
  

 
 
 
 
If both the EWS and Portal Page http://www.MyFailoverServer.com are not accessible 
you will see the following: 
 

 
 
 
4. User Experience 
 
In this example subscribers will be redirected to http://www.MyExternalServer.com 
 
If the EWS is unreachable then subscribers will be redirected to 
http://www.MyFailoverServer.com which is configured in Portal Page URL . 
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If both the EWS and the Portal Page are unreachable, all subscribers would be redirected 
to the internal login screen of the NSE and be able to login using the AAA methods 
enabled. 
 

 
 


